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Smart grid information security and its influence on

power system survivability
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Abstract: The present electric grids will definitely be developed into an intelligent power network interdependently
composed of the power network and the information network. The characteristics of an intelligent power network are an-
alyzed and the importance of the information network security is emphasized. Various risks as well as malicious attack
scenarios to the intelligent power network are analyzed from the aspect of information security, ranging from the informa-
tion collection, transmission, management and interaction. Furthermore, the impact from the emergency in the information
network on the survivability of an intelligent power system is discussed based on the basic features of the coupling between
the two networks. Proposals based on modern power system developments are given to enhance the information security
of the intelligent power system in key technologies, standards, policies and training.
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Fig. 1 Interdependent network composed by power grid and

information grid
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