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Abstract: With the presence of stochastic packet dropout effects in the network, the problem of fault detection filter
design for a class of networked control system is investigated. When the random packet dropout occurs in both the channel
between sensor and controller and the channel between controller and actuator, we model the networked control system
as a Markovian jump linear system with four operation modes. Based on this model, the residual generator is developed
and the problem of fault detection and isolation is formatted as a problem of H-infinity filtering. By using the theory of
Markovian jump linear system, we propose a design method for fault detection filter, which makes the residual generation
system stable in the mean-square sense, satisfying a prescribed disturbance attenuation level. The numerical example shows
that the proposed fault detection filter is sensitive to the fault but robust to exogenous disturbance.
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random packet dropout
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Fig. 2 Markovian stochastic switching signal
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