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Abstract: For the accurate online detection and collection of massive real-time data of a control process in strong noise

environment, we propose an autoregressive hidden Markov model (ARHMM) algorithm with order self-learning. This

algorithm employs an AR model to fit the time series and makes use of the hidden Markov model as the basic detection tool

for avoiding the deficiency in presetting the threshold in traditional detection methods. In order to update the parameters of

ARHMM online, we adopt the improved traditional BDT(Brockwell-Dahlhaus-Trindade) algorithm with double iterative

structures, in which the iterative calculations are performed respectively for both time and order. To reduce the influence

of outlier on parameter updating in ARHMM, we adopt the strategy of detection-before-update, and select the method for

updating based on the detection results. This strategy improves the robustness of the algorithm. Simulation with emulation

data and practical application verify the accuracy, the robustness and the property of online detection of this algorithm.

Comparison between the traditional AR-model-based algorithm and the proposed algorithm shows the superiority of the

proposed algorithm in outlier detection in industrial control processes.
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ARHMM ,
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KICvc(kullback information criterion vector correc-
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2 ARHMM
(Order self-learning ARHMM outlier detec-

tion method)
ARHMM ,

, BDT--KICvc

ARHMM AR .

, BDT--KICvc

, , ,

AR

—– KICvc —– AR ,

, ARHMM ,

.

2.1 BDT (Structure of double itera-

tion in BDT)
2.1.1 BDT (Traditional BDT algorithm)

BDT Brockwell[16] Levinson-

Durbin ,

,

AR .

xt(t = 1, 2, · · · ),

xt m × 1 , AR

xt =
k∑

i=1

ak(i)xt−i + εk(t), (1)

: εk(t) k ,

; ak(i) k AR

. BDT ,

k .

(1), AR

xt =
k∑

j=1

bk(j)xt+j + ηk(t), (2)

: ηk(t) k ; bk(j)
k AR .

, [17]:

min
n∑

t=k+1

[ε̂k(t)Tω1ε̂k(t)+η̂k(t − k)Tω2η̂k(t−k)],

(3)

: n ; ω1, ω2

, ω1, ω2 Burg

Vieira-Morf Nuttall-Strand , BDT
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ω1, ω2 1; ε̂k(t) t , k

; η̂k(t − k) t − k , k

:

ε̂k(t) = xt −
k∑

i=1

ak(i)xt−i, (4)

η̂k(t − k) = xt−k −
k∑

j=1

bk(j)xt−k+j, (5)

: ak(i)(i = 1, 2, · · · , k), bk(j)(j = 1, 2, · · · , k)
m × m .

BDT [17]:

ak(k) = (
1
n

n+k∑
t=1

ε̂k−1(t)η̂k−1(t − k)T)V̂ −1
k−1, (6)

ak(i) = ak−1(i) − ak(k)bk−1(k − i), (7)

i = 1, · · · , k − 1,

bk(k) = V̂k−1ak(k)TÛ−1
k−1, (8)

bk(j) = bk−1(j) − bk(k)ak−1(k − j), (9)

j = 1, · · · , k − 1,

Ûk = Ûk−1 − ak(k)V̂k−1ak(k)T, (10)

V̂k = V̂k−1 − bk(k)Ûk−1bk(k)T, (11)

ε̂k(t) = ε̂k−1(t) − ak(k)η̂k−1(t − k), (12)

η̂k(t) = η̂k−1(t) − bk(k)ε̂k−1(t + k), (13)

Ûk, V̂k, k

.

BDT :

ε̂∅(t) = η̂∅(t) =

{
xt, t ∈ {1, 2, · · · , n, },
0, ,

(14)

Û∅ = Γ̂ (0) = V̂∅, (15)

: ∅ , ;

Γ̂ (0)

Γ̂ (0) =
1
n

n∑
t=1

xtx
T
t . (16)

2.1.2 BDT (Double iteration BDT

algorithm)
BDT (3) ,

r ,

, .

Rk (6)
1
n

n+k∑
t=1

ε̂k−1(t)η̂k−1(t−k)T

, :

Ri =
1
n

n+i∑
t=1

ε̂i−1(t)η̂i−1(t − i)T, (17)

i = 1, 2, · · · , k, · · · ,K,

K . Ri

ε̂i−1(t) η̂i−1(t− i) ,

, AR

,

:

Rt
i = rRt−1

i + (1 − r)ε̂i−1(t)η̂i−1(t − i), (18)

i = 1, 2, · · · , k, · · · ,K,

Γ̂ (0)t = rΓ̂ (0)t−1 + (1 − r)xtx
T
t , (19)

Rt
i t ε̂i−1(t) η̂i−1(t − i)

.

η̂k(t) (13) t − k

η̂k(t − k) = η̂k−1(t − k) − bk(k)ε̂k−1(t). (20)

1 .

1

Fig. 1 Flow chart of double iteration algorithm

2.2 BDT (Convergence

analysis of double iteration BDT algorithm)

BDT (6)
1
n

n+k∑
t=1

ε̂k−1(t)η̂k−1(t − k)T

ε̂k−1(t) η̂k−1(t − k) ,

n , BDT

,

(18). (6) (18),

(18)
1
n

n+k∑
t=1

ε̂k−1(t)η̂k−1(t−
k)T BDT
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BDT . ,

:

ξi(i = 1, 2, · · · , n+p)
:

ξ̄ =
1

n + p
(pμ +

n∑
i=1

ξi), (21)

ξ̄∗ = rnμ +
n∑

i=1

rn−i(1 − r)ξi. (22)

: n → ∞ , ξ̄ ξ̄∗

.

μ p ,

E(ξi) = μ(i = 1, 2, · · · , p). n

μ̄, E(ξi) = μ̄(i = 1, 2, · · · ,n). (21)

BDT n+p

Rk(n + p); (22) BDT

(18) n+p Rk(n+p).

ξ̄

E(
1

n + p
(pμ +

n∑
i=1

ξi)) =

1
n + p

(pE(μ)+
n∑

i=1

E(ξi))=
1

n + p
(pμ + nμ̄). (23)

ξ̄∗

E(rnμ +
n∑

i=1

rn−i(1 − r)ξi) =

rnE(μ) +
n∑

i=1

rn−i(1 − r)E(ξi) =

rnμ +
n∑

i=1

rn−i(1 − r)μ̄ = rnμ + (1 − rn)μ̄. (24)

(23) (24) : n ,

r = (
p

n + p
) 1

n , ξ̄∗ ξ̄ ,

; n → ∞ ,

(23) pμ nμ̄ ,

E(
1

n + p
(pμ +

n∑
i=1

ξi)) ≈ μ̄ − pμ̄

p + n
≈ μ̄,

(24) , r∈(0, 1), n→∞ , rn→0,

E(rnμ +
n∑

i=1

rn−i(1 − r)ξi) ≈ μ̄.

, BDT

BDT .

2.3 ARHMM (Imple-

mentation of order self-learning ARHMM de-

tection algorithm)
2.3.1 ARHMM (Structure of ARHMM)

ARHMM [18]:

, ,

π A = (aij)N×N

, : aij = P(St = st|St−1 = si), 1 � i, j � N ,

: St t ; N HMM

, P (·|·) .

ARHMM AR

B = (btj)N×N , btj = P(xt =
x̂t|St = sj), sj x̂t

:

btj = P(x̂t|St = sj) = N(x̂t|
k∑

i=1

ak(i)xt−i, Σ̂k),

(25)

: N(·) ; Σ̂k

.

2.3.2 ARHMM (ARHMM

outlier detection algorithm)
ARHMM :

, (1) , AR

x̂t xt :

xt = x̂t + εk(t). (26)

εk(t) , .

:

P{xt|st = 1} = exp{−1
2
ε̂p(t)TÛ t−1

p ε̂p(t)}, (27)

st 1 , 0 .

st =

{
1, P{xt|st = 1} � 0.5,

0, P{xt|st = 1} < 0.5,
(28)

(27) p KICvc

. KICvc [19]:

KICvc(i) =

n ln(|aveΣ̂t
i |) +

nm(2im + m + 1)
n − im − m − 1

+

nm

n − im − (m − 1)/2
+

2m2i + m2 − m

2n
, (29)

: i = 1, 2, · · · ,K; aveΣ̂t
i (i = 1, 2, · · · ,K)

[19]:

aveΣ̂t
i =

sumΣ̂t
i

t − 1
, (30)

sumΣ̂t
i = sumΣ̂t−1

i + ε̂i(t − 1)ε̂i(t − 1)T. (31)

, AR ,

,

P{xt|st = 1} HMM btj ,

HMM Viterbi [20],

,

.
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Viterbi :

ϕ0(k) = lnπk · b0k,

ϕt(k) = max
i=1,··· ,N

{ϕt−1(i) + ln aik} +

ln btk, k = 1, · · · , N. (32)

ϕ ,

ARHMM , t ,

t ,

t :

ϕt(1) = ai1 · Pt(1), ϕt(0) = ai0 · Pt(0), (33)

: ϕt(1) ; ϕt(0)
; Pt(1) = P{xt|st = 1} (27)

; Pt(0) = 1 − Pt(1); ϕt(1) > ϕt(0),

, .

1 ARHMM

2 .

2 ARHMM

Fig. 2 Detection processes by ARHMM

2 ARHMM

,

.

2.4 (Parameters up-

dating by outlier)
ARHMM

: aveΣ̂t
i , A,

BDT t ε̂∅(t), η̂∅(t), Γ̂ t(0)
Ri. aveΣ̂t

i , ε̂∅(t), η̂∅(t), Γ̂ t(0), Ri

,

:

1) aveΣ̂t
i :

, ε̂i(t −
1) aveΣ̂t

i : t − 1
, (30)(31) aveΣ̂t

i ; ,

aveΣ̂t
i .

2) A :

ARHMM —–1 ; 0

, A = (aij)2×2,
[18]:⎧⎪⎨

⎪⎩
a01 =

N(a01)
N(a01 + a00)

, a11 =
N(a11)

N(a11 + a10)
,

a00 = 1 − a01, a10 = 1 − a11,

(34)

N(aij) i,

j [21].

3) BDT t ε̂∅(t), η̂∅(t),

Γ̂ t(0) Ri

, :

a) ε̂∅(t), η̂∅(t) :

(14) ,

.

b) Γ̂ t(0) : (19)

, , (35) :

Γ̂ t(0) = ηrΓ̂ t−1(0) + (1 − ηr)xtx
T
t . (35)

c) Ri : (18)

, , (36) :

Rt
i = ηrRt−1

i + (1 − ηr)ε̂i−1(t)η̂i−1(t − i), (36)

i = 1, 2, · · · , k, · · · ,K.

3 (Validation and application)
3.1 (Model-based validations)

,

3 :

a) 1000 ; b)

1000 ; c)

200 25.92% , 3

; 3 3 , 4

.
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3

Fig. 3 Data for order detection

4

Fig. 4 Results of order detection

4 , 1 ,

, ; 2

. 4(a)(b) ,

,

, ; 4(c)

, ,

,

.

, :

a) 25.92%

14 (

); b) 25.92%

14 , 2 .

5 , 6 .

5

Fig. 5 Data for outlier detection

6

Fig. 6 Results of detection
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6 , 1

, 1 , 0 ; 2

. 6(a) , 25.92%

,

; 6(b)

, ,

, ,

.

(25.92%) .

3.2 (Application)
30 t ,

,

, .

30 t 2008 4

1000 , 7 ,

8 . 8 1

, 1 , 0

.

, 700 ,

0.2%; . 8 2

.

7

Fig. 7 Real data for detection

8

Fig. 8 Detection result of real data

2.1875 s,

2.1875 ms, 50 ms ,

,

.

3.3 AR (Com-

parison with outlier detection algorithm based

on AR model)
Jun-ichi Takeuchi 2006

AR [14],

( 7 ) , AR

ARHMM

, AR 7

9 .

9 AR

Fig. 9 Detection result by AR model algorithm for real data

AR

,

,

. 9 ,

9 8 , AR

, . AR

, .

,

. AR

,

ARHMM

.

4 (Conclusion)

ARHMM ,

ARHMM

.

ARHMM AR BDT

, ,

. ,

,

ARHMM BDT

, ,

KICvc ,

ARHMM , ARHMM

,

, ARHMM .

,

,
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.

. AR

, ARHMM

.
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