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Secure consensus control for multi-agent systems
under communication delay
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Abstract: This paper studies the secure consensus problem for discrete-time multi-agent systems under communication

delay. The objective is to design a control protocol such that all normal agents can resist adversarial agents and asymptoti-

cally achieve an agreement as time goes to infinity. For the considered networked system, the control input of each normal

agent can only use its own value and the delayed information of its neighbors. Sufficient and necessary conditions, which

depend on the control parameters, the topological property, and the communication delay, are obtained to guarantee the

final convergence of the consensus protocol. Finally, some numerical examples are given to demonstrate the theoretical

results.
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sensus-based time synchronization, SATS),
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(safe agent),
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(ad-

versarial agent), ,

, ,

,

. [19, 23, 28] ,

.

: R( ,

R
n, Rm×n) ( , n , m ×

n ); Z( , Z+) ( ,

), Z̄+ Δ
= Z

+ ∪ {0}; Ai,j A i j

; I .

S T , S \ T S T . |S|
S . S1, S2,· · · , Sn S

, : i) ∪
1�i�n

Si = S ii) Si ∩ Sj =

∅, ∀i �= j.

2 (Preliminaries and

problem statement)
2.1 (Graph theory)

,

. , G = {V, EG, AG}
, : V = {v1, v2, · · · , vn}

, I = {1, 2, · · · , n} ,

EG ⊆ V × V ; AG = [ai,j] ∈ R
n×n G

. AG ai,j � 0

. (vj , vi) ∈ EG , vi
vj , ai,j>0, ai,j=0. (vi, vi) ∈ EG ,

vi . vi Ni=

{j∈I |(vj , vi)∈EG}. (vi, vl1), (vl1 , vl2), · · · ,
(vlp , vj) vi vj ,

vi, vj , vl1 , · · · , vlp .

, , ,

,

. G1, G2, · · · , Gk ,

G G1,G2, · · · ,Gk , G1,G2,

· · · ,Gk , G G1, G2, · · · , Gk

. G1, G2,

· · · q, Gqk+1,

Gqk+2, · · · , Gq(k+1), k � 0 ,

.

,

, [19, 28],

, :

1 r– . G = {V,
EG} S ⊂ V , S

vi, |Ni\S| � r, r∈Z+. S r–

.

, r– S ,

, r

S . , S ,

. r–

, r– .

2 r– . G = {V,
EG}, V , S1, S2,

vi ∈ Sκ, κ = 1, 2, |Ni \ Sκ| � r, r ∈
Z

+. G r– .

2.2 (Problem statement)
G = {V, EG, AG} n

,

. V , Vs = {v1,

v2, · · · , vns
} ns , Va =

{vns+1, vns+2, · · · , vn} na = n − ns
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. V = Vs ∪ Va, ∅ = Vs ∩ Va.

Is={1, 2, · · · , ns} Ia={ns

+ 1, ns + 2, · · · , n}.

:

xi(k + 1) = xi(k) + ui(k), i ∈ Is, k ∈ Z̄
+, (1)

xi(k) ∈ R
m ui(k) ∈ R

m vi k

. ,

, m = 1, m > 1 ,

, Kronecker .

2.3 (Attack model)
,

. [13–14, 17, 24]

, (crash)

(colluding) .

, , .

u ,

, ,

,

, .

.

,

.

,

, :

3 . vq, q ∈ Ia

, vq :

:

xq
p(k + 1) = fq

p ({xp
q(k)}), q ∈ Ia, p ∈ Nq, (2)

: xq
p(k) k vq vp

, fq
p (·) ;

, xq
i (k) �= xq

j (k), ∀i, j∈Nq, i �= j. ,

, fq
i (·) �= fq

j (·);

.

, ,

,

. , .

1
f ,

|Ni ∩ Va| � f , ∀i ∈ Is, f ∈ Z
+.

2.4 (Secure conse-

nsus algorithm under communication delay)

, f

,

. :

1 vi, i ∈ Is, k

, .

ni(k) k vi , ri(k)

, :

ri(k) =

{
ni(k)− f − 1, ni(k) < 2f + 1,

f, ni(k) � 2f + 1.
(3)

2 , vi

ri(k) xi(k),

ri(k) , ri(k) ,

xi(k) ; , ri(k)

xi(k), ri(k)

, ri(k) , xi(k)

.

3 Ri(k) 2

, vi :

ui(k)=
∑

j∈Ni(k)\Ri(k)

ai,j(x
j
i (k−di,j(k))−xi(k)),

(4)

: di,j(k) vj vi ,

di,j(k) ∈ {0, 1, · · · , d̄}. d̄ ∈ Z
+ , d̄

= sup
k�0

max {di,j(k), j ∈ Ni, i ∈ Is}. vi

, di,i(k) = 0.

ai,j � 0,
n∑

j=0

ai,j = 1.

1 [28], 2 ,

ri(k),

, ,

2 , 3

.

2 [19]

,

,

, ,

.

(1)(4),

xi(k+1)=

xi(k) +
1

n∑
j=1

ai,jδi,j(k)
×

(
n∑

j=1

ai,jδi,j(k)(x
j
i (k−di,j(k))−xi(k))), (5)

: δi,i(k) � 1, vi vj

, δi,j(k) = 1, δi,j(k) = 0, ∀i �= j.
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M(k) = max
i∈Is, θ=0,··· ,d̄

xi(k − θ),

m(k) = min
i∈Is, θ=0,··· ,d̄

xi(k − θ),

k ( )

. M(0) m(0)

.

4 . (1),

,

m(0) � inf
k�0

min
i∈Is

xi(k) �

sup
k�0

max
i∈Is

xi(k) � M(0), (6a)

lim
k→∞

(xi(k)− xj(k)) = 0, ∀i, j ∈ Is, (6b)

(1) .

4 , (6a)

( ) , xi(k) ∈
[m(0),M(0)], ; (6b)

.

3 (Main results)
,

[29] , , vi,j
vi j .

vi,0 = vi. V(i) = {vi,0, · · · , vi,d̄} vi
.

5 [29]. G = {V ,
EG}, Ḡ :

1) ∪
vi∈V

V(i);

2) {(vi,j−1, vi,j), j = 1, · · · , d̄} ∪ {(vi,dj,i
,

vj,0) : ∀(vi, vj) ∈ E}.

Ḡ G .

,

.

1[28] G r– , G′

G(r > s) s ,

G′ (r–s)– .

2[28] G , G ,

G 1– .

3[29] (1),

(4) , ,

, x∗,

lim
k→∞

xi(k) = x∗.

.

1 (1), (4)

, 1,

(f+1)– , vi, i ∈ Is, k

xp
i (k) /∈ [m(k), M(k)], p∈ Ni(k), p

∈ Ri(k).

M(k) m(k) , vi
[m(k),M(k)]. k

2, 1

M ′(k). M ′(k) :

1) ri(k) xi(k),

ri(k) .

ri(k) ,

M(k) ri(k) ,

ri(k) , M(k)

. M ′(k) ri(k) + 1 , ,

M ′(k) �M(k);

2) xi(k) ri(k) ,

vi , M ′(k) vi
, M ′(k) = xi(k), xi(k) ∈ [m(k),M(k)],

M ′(k) �M(k). , , M ′(k)
M(k).

k 2,

m′(k). M ′(k)
, m′(k) �m(k).

vi
[m′(k), M ′(k)] ⊆ [m(k),M(k)];

xp(k) /∈ [m(k),M(k)], xp
i (k) /∈ [m′(k),

M ′(k)], vp vi , p ∈ Ri(k). .

2 (1), ,

, 1,

(4) ,

, (f+1)– .

. .

(f+1) – ,

, S1, S2,

f .

a. f

b, b �= a, vi, i ∈ Is

,

f−1 b , b vi ,

, .

. : 1 ,

(1) ; 2 , (1) ,

.

, .

1 1 M(k), m(k) ,

, i ∈ Is,

α =
∑

j∈Ni(k)\Ri(k)

ai,j(k) � 1,
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xi(k + 1) �
xi(k)+

∑
j∈Ni(k)\Ri(k)

ai,j(k)(M(k)−xi(k)) =

αM(k) + (1− α)xi(k) �
αM(k) + (1− α)M(k) = M(k), (7)

M(k + 1) �M(k). ,

m(k + 1) �m(k).

(6a).

2 1 , vq, q ∈ Ia

[m(k), M(k)] ,

, vi .

, vq

,

xq
i (k) =

∑
j∈Is

βi,j(k)xj(k), q∈Ia∩(Ni(k)\Ri(k)) ,

: βi,j(k) � 0,
∑
j∈Is

βi,j(k) = 1. ,

xq
i (k) vi ,

, . k vi

, βi,j(k) =

0, j ∈ Is.

5, (5)

:

X̄(k + 1) = Θ(k)X̄(k),

:

X̄(k) =

⎡
⎢⎢⎢⎢⎣

X(k)

X(k − 1)
...

X(k − d̄)

⎤
⎥⎥⎥⎥⎦ , X(k) =

⎡
⎢⎢⎢⎢⎣
x1(k)

x2(k)
...

xns
(k)

⎤
⎥⎥⎥⎥⎦ ,

Θ(k) = Θ1(k) +Θ2(k),

Θ1(k) =

⎡
⎢⎢⎢⎢⎣
A0 A1 · · · Ad̄

I
. . .

I

⎤
⎥⎥⎥⎥⎦ , Θ2(k) =

⎡
⎢⎢⎢⎢⎣
B 0 · · · 0
0 0 · · · 0
...

...
...

0 0 · · · 0

⎤
⎥⎥⎥⎥⎦ ,

Bi,j(k) = βi,j(k),

Aj,q
0 (k) =

⎧⎨
⎩
1− ∑

q∈Nj(k)\Rj(k)

aj,q(k), j = q,

aj,q(k)δ0,dj,q
, j �= q,

Aj,q
i (k) = aj,q(k)δi,dj,q

, i = 1, · · · , p.
3, , Θ, Θ1, Θ2

. G̃ G (4)

,∑
i=1,··· ,d̄

Ai(k). 1 2 , G̃ 1–

, . ,

[30], Θ1 , G1, G1

G̃ . , Θ , G0,

G0 G1 , ,

G0 , 3 ,

. .

1 (1),

1, (4) ,

(f+1)– ,

.

4 (Numerical simulation)
7 ,

1 .

1 7

Fig. 1 Directed graph with 7 agents

v1, v2, v4, v6 , v3, v5, v7
, k

, k

, , x(0) =

[1, 2, 3, 4, 5, 6, 7]T, 0.1 s,

0.5 s.

[1, 6],

A′
G =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0.2 0 0 0 0.3 0.3

0.3 0 0 0.2 0 0 0

0 0 0 0 0 0 0

0.2 0.2 0.1 0 0.3 0 0

0 0 0 0 0 0 0

0.1 0 0 0.2 0.2 0 0

0 0 0 0 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

A′′
G =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0.2 0 0 0 0.3 0

0.3 0 0.3 0.2 0 0 0

0 0 0 0 0 0 0

0.2 0.2 0 0 0.3 0.1 0

0 0 0 0 0 0 0

0.1 0 0 0.2 0 0 0.3

0 0 0 0 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
.

3, v1, v2, v4, v6
2– . , v3, v5,

v7

x3(k + 1)= 0.8x3(k) + 0.2ua(k),
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x5(k + 1)= 1.5 sin(0.2πk) + 4,

x7(k + 1)= 0.3x7(k) + 0.7ua(k).

ua(k) = 8.

1. 2

, .

2 , 3

, (4) ,

, .

2 2–

Fig. 2 State trajectories of the agents under digraph

satisfying 2–robust

1 v1 v2 ,

2– .

3 ,

8.

, [1, 6],

.

3 2–

Fig. 3 State trajectories of the agents under digraph

not satisfying 2–robust

, 1 ,

. ,

[19, 28]

, .

, 4 .

4

Fig. 4 State trajectories of the safe agents under no attacks

5 (Conclusions)

,

, r– ,

f

, .

.
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