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Secure consensus control for multi-agent systems
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Abstract: This paper studies the secure consensus problem for discrete-time multi-agent systems under communication
delay. The objective is to design a control protocol such that all normal agents can resist adversarial agents and asymptoti-
cally achieve an agreement as time goes to infinity. For the considered networked system, the control input of each normal
agent can only use its own value and the delayed information of its neighbors. Sufficient and necessary conditions, which
depend on the control parameters, the topological property, and the communication delay, are obtained to guarantee the
final convergence of the consensus protocol. Finally, some numerical examples are given to demonstrate the theoretical

results.
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1 5|3 (Introduction)
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robust) &, (AR 4B JE 148 BLAF BB vH s, fil ik
T2 TR AT R o RE RSO T RS — S0k )L Rt
SCHR 20165 ik 45 B e 2] T 2/ se ik R 48 1%
SRR A — U VAL, B BATE T 75 ZEAK PRI e ) 1Y 28
EIRE, S TR ARG RE ). Ak,
AT A 2550k T8 A B B 1T S i ORAIE FRAEN RO S
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AR 5, DI EA 2 (0 SR R .

BEXT A ) L, A SCHE SR 2811 A L, dE—28
8 TG AT N 2Rk R G M A —EE
) . 25 F& RS A7 AT P AR FR S 4 A R —
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2 TSR A K [n) S 4 i (Preliminaries and
problem statement)
2.1 ER%1iR(Graph theory)
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2.3 BB (Attack model)
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2.4 JE{ERIE R %4 — B (Secure conse-

nsus algorithm under communication delay)
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W RUTHTSE |, AR B SRR AN A I IR A1 S
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C))
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SRR 2 4 — B SE, IR A SUE R O
(¥ DY 265 T3, LI e S SR04 b AU A T 5 f) ek H
b, B BEOHT mUBOT B FeA et F b, HSA A
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1
zik) + %
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(35 0000, (K)o el () = (8), - S)
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& XA AT DL Y, S5 (6a) 25K IEH 1 FUAT R I
ZIPPIRESE AL T 3 WIS X ), Bl (k) €
[m(0), M(0)], PRilE T 41 M4 6b) fRIE T &%
LR — 3.

3 FEL R (Main results)

R 77 A PR A FR 8T RN IEAR S, A 4
HR (2917 AR, FEIAL 5T N BT RIS, Bv; ;3R
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1) %'ﬁé%ﬁvgv Vi
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TE4T A LS50, LN LA H 2
5 .

SIEB 128 &Gl L r—E i W K, ' RoR
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KIG" 2 (r—s) g 1.

SIER 2081 &G RA ], WG E i, 4
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5138 3291 xp T 2 B R AR R e, AE 5 P

WA T, BRGNS B, WA
GUR ARSI UIR S AE, DR B B ST — 3 B,
Ep
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k—o00

RORE MATLI 2518
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N, BB R G BEER L L, HAEF S M2 40
FNHL (f + DA, X K, 0 € T, A kN Z13%
B9 Ba? () @ [m(k), M (k)] pe Ni(k), WHp
€ Ri(k).

WE M (E) R (k) I 5E SCRT AL, o 50 1E
AR R PR EEAS BIUNLTX A[m(k), M (k)]. ik}
RGP IR2, B bR AR IS PP SR 55 AN S e
M (k). IS M (K ) (MBS PRI LA L

1) #HEUFHNREANDTr (k) ME™ 4 KTz (k),
BEI R8T, (k) BCR B R AR 15208 AOE A B
(R DX TR AEONT 20 Ja AN B R A e, (R) ol 5, JsU741 v fg
W KT M (k) RN B2 2 e (B) A, W Ed R
i (k) AMERERAE, RAIE T KT M (k) FIE 8
B, BEE MY (k) WU 5 2 (k) + VAN 0IE, &5 50,
M (k) < M(k);

2) A7 IRT HH AR T (R) A L (k)
I o B BRI B B 5 ORBIE, M (k) B, FPIRAS
{E, EﬂM’(k) = l‘z(k), Rthz(k) S [m(k), M(k)], ?%"
M (k) < M (k). 7T, b3k g o, M (k) ¥
(N T2 M (k).

kI R &L D IR, BEBRAH N HUE 5 7 41 1)
e — MNEE A m/ (k). RIFE AT B3R X MY (k)
IMTITE, f ] (k) = m(k).

P U A HH oy 28 B30 00% S A B R I S
[m/ (), M'(K)] C [m(k), M (k)] 1 F 48 4010 4%
M2y (k) & [m(k), M ()], "TUMER 27 (k) ¢ [m/(k),
M (K)], v, M5 B0 BBk, Bip € Ri(k).  FEe

EE2 X TZREERLQ), A0 LE,
H—8ta s T, REEHBA A1, WI7E
PRI T, REHEW LI 24— BUK s 25
&, P IR R A FR M (f + Dt

IE R ROUE VR IE B R 4R 2
(f +1) —fE 1, DU mr s 9 288 45 i il 2 R AN AN AR
LIFAE, 1dSy, Sy, T —F YL — TR INAL R
FEATEHRZ AL fAMER AN T EE. A
o ST RS s e — Btk S a. SEI4 FANEO Y
REMEAD, b # a, W REHERIER 1 M, ¢ € TR
po. S = W11 < T N NIl = G i A S [
BR f — 1ANbAH, B A7 DI K #w, FH THIRAS S8, AT
FIRSEHT PRI, A2 TR — 3L

o tE. SR TERIUE S A SR IE RS

IV T BT LT AR A A B AL A
E, WIE 3 78 7 HEAFIE.

E15 W EILEM(E), m(k)HIE X, &4
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zik)+ > aii(R)(M(k)—zi(k)) =

aM (k) + (1 — )M (k) = M(k), (7)
M (k+1) < M (k). XA LR FERER o Hrid 74,
W Emk 4+ 1) = m(k). UL S8 RIIE T 2214
F:(6a).

g2 ERL B A, S HOS Y Sy, ¢ € T
AL BL T [m(k), M (k)] NI, %45 B T g
At TE T 2R IE A B FF, B o, TR AL Bt
s A3 R A i SEAR, K% %l 1A S — T
AT ARSI LA RoR, B

i (k) = GZI Bij(k)z;(k), € Z.NNi(k)\Ri(k)),
Horr: Bii(k) =0, H > 6 (k) =1 ERENE=Nilp
JELs

z} (B TR v AE7E 2 AAR )k, Fs By
FAERZ A, I AIAE I 4. a0 R A 2o, ZREL
10 ] B JE P AN LB RO S RS BN, IT4 5, 5 (k) =
0,7 € L.

I EIREE] e X5, AR (G R e hn T 4R
e
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xw= | TV x = |
X(k—d) v (K)
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Ag Ay -+ Ag B0O---0
1 00---0
Ql(k) = .. ) @2(k) = .o : b
I 00 0
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I SE P (AT RSB R, ] G 3o G il I Eh sl (4) 7
U 2 FH N 300 B0 S5 T I AE P R R () AR B R B
S Ay(k). i 31 ELLAN S B20] AN, G AL 1
=1 d

A=, BN F S b 5T RS

[30], 5O XNV LERE, 1CGy, ARG, AL &A= plobs
G LR, SULIF, OXF I IE K, 0 Go,
GoEG, M $h LAt b, 055 50 2 (AT 1m0, AT PR AIE
Go FIFEEL S — A b, B Jr il id 51 #3 v 411, RELRENS
SR . IEEE,

it 1 HENEZERERZ), BEhm
SRR, AEEML(4) FHEFRIRAS, #5 4 p IR R 52
[EFFNHR (f + D, WHZ RS 20P s 2 1
T IR AR A A
4 F{E1E Numerical simulation)

HRE— TN AL 2 R REAR R S, AR
MMIE TR,

(6 —4)
BT 74N R A 1 1
Fig. 1 Directed graph with 7 agents

T B AR T, X R 1 Sk R Rk ok AR B i
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010 002020 0
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x3(k +1)=0.823(k) + 0.2u,(k),
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x5(k 4+ 1) =1.5sin(0.27k) + 4,
xz7(k+1)=0.3z7(k) + 0.7Tu, (k).
L, (k) = 8. FIRXAT 4 AR E PRIE T 25 1IEH
T R IS ZI RO @0 Fa g R 1. AR e B2 w]
I, AR IR SAT T RERE ST e 4L
RGPIRANIE a0 B2 7, V88 52 34N Too) 1
R, & EH Y R @R T, RS
EARAARFFIE e N AR, Has 2k i3

10 T T T T T T
9+ 4
B = - = memrm ]
Tr A — &y, Xpy Xy X
!
6 = 3y Xs, g =
<5 5 \ ,/ \ f/ (N
\ ; \ p \
4 \ A e
A\ / A / A
3 » e 7 J
2 -
1 -
0 1 L 1 1 | 1

t/s
2 2RI R A R PRAS L
Fig. 2 State trajectories of the agents under digraph
satisfying 2—robust

RGBT P RS ERT mloy B o AL, (815 1E
W ) (R A AN AL 2t X DL R A
WESPIE QB B3FT7R, LSO Y f R BT A 1R
TR PRSE T IS, BAR RS A ] LU S
HOPHRRES, 20 E w2 2 429k (1, 6], AT 2 4 b
WANFFIEH].

10 T T T T T T T
9_ -
8 o ———— - g
- — &y, Xy, Xy, T |
6 == X, X, Xy
o A ' 4 [
05 i
Ergips L "lllll‘l-
4 |r||,|.llll_||\|||
I ! (S
3 g Y Il' ‘J I|I v I\I-
2_ -
I_ e -
0 1 1 1 Il 1 1

0 50 100 150 200 250 300 350 400
t/'s
K 3 ARt B R A& rRE L
Fig. 3 State trajectories of the agents under digraph

not satisfying 2—robust

WA, 2% R8I 1R i A o 1 s g Bk (R 2,
B P 2200 B O 9 AT (130 A RS k. BRI, 3C
MR [19,28] $2 H A5 th T eI SR S A 4 A
P AL BT IO 5K, AN IE R, A SR

(1 15 3 N SR AT REAR A I D20 $h 551 R I
—EUE R, S R I 4P,

IO T T T T T T
o Xy -
gl -]

—.

T —% |
6 -~
5 5 .
4 -
ip g
2k 1
I L -~

0 1 Il 1 1 ] ]

0 10 20 30 40 50 60 70
t/s

Kl 4 TR BB A IE YRR
Fig. 4 State trajectories of the safe agents under no attacks
5 458 (Conclusions)

AR RATTEAE I E I 2 B e R RS 24—
SR EREAT TOE, SR TR EAT BIEARES )
A B, TP T A RS, 193 T RS
PSR A B IR AR Ja & f NSO
mCEBRI AT, Bl 24— B8R e 240, imdn il
AT SEBIRAE T BTt A IR L.
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