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Industrial control system network security situation awareness
modeling and algorithm implementation

LU Geng-hong1, FENG Dong-qin2 †

(State Key Laboratory of Industrial Control Technology§Institute of Cyber-Systems and Control§Zhejiang University,
Hangzhou Zhejiang 310027, China)

Abstract: In order to explore network security situation of industrial control system, and find out how exactly the indus-
trial control system performs, a method based on security situation awareness is proposed. According to the current studies
of integrity attacks, this paper presents an industrial control network security situation awareness model with Byzantine
Generals Problem being taken into accounts and also security situation awareness algorithm. The algorithm proposed in
this paper can be implemented by three major steps: firstly, acquiring the current nodes.states by the data which is col-
lected from every nodes in the control loop of the industrial control system, and the data is preprocessed as well; Secondly,
implementing the algorithm with the data obtained, the malicious node in the control industrial system can then be iden-
tified; At last, the accurate industrial control network security situation awareness is procured. The result of simulation
indicates the validity of the proposed model and corresponding algorithm, which can be used for identifying the malicious
node and then estimating the current industrial control network security situation.

Key words: industrial control system; Byzantine Generals problem; integrity attacks; network security situation aware-
ness (NSSA)
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¯õ�A:,Ïd3¡é°þXÚL§&E�,Ú\
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é�äS��³�ïÄ,äNó,=´é�ä¥

$1���!�ä1�±9^r1��Ä��äÏ

�?1ïÄ,�¼����äS�G�ÚCzª³.
� ä � ³ a �(Cyber Situation Awareness, CSA)
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ÄÄ:þJÑ�. du�³a�´��Ä��p��
��L§,ÏLòêâ�ÄuO�Å��UEâ�(
Ü,�±¼�k���³a��{[256010b@10]. Lu�
<[281611b@11] mu
Äu|±�þÅ�µ��{,U
é X Ú � ³ � ) 7 � � ´ w. Brannon�
<[307212b@12]JÑ
Äu ²�ä��³µ��.,
�ûüöJø
k��ûü|±. �þã�.I��
þÜ·�Ôöêâ,Ïdù
�.3¢S¥�A^E
�3Û�.du��d�äUéØ(½�?¿L§ï
�,U`zXÚ�³a�,~X, chai�<[332813b@13]J

Ñ
Äu��d�ä��gz�³µ��.,T�.
� ¹ 
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Naderpour[358414b@14]JÑ
��(Ü ²�ä�5U

�;[XÚ��³µ��{,^±é�³?1a��
ýÿ;,,du"yÉ~�³�êâ,Ã{$^�ý
¢.¥.
�éþã¯K,�©ò~ÓÌò�¯KnØ��

äS��³a��ïÄ�(Ü,ÏLæ8XÚ!:�
©êâ,ò¢S£!:m¢S�3�êâDÑ'X¤
���£!:G�Cz���5¤ü��¡(Üå

5,¿©©Û�!:��3;É��5ôÂ��5G,
�Ñó�XÚ�äS��³a��.��{,T�.
U�äÑXÚG�9XÚ¥�3��¿!:,�ûü
ö3ôÂ�3��¹e,Jø���ûü�â. �©
��éXÚ?1
�ý¢�,ly²JÑ�.��
{�k�5Ú��5.

2 óóó ��� XXX ÚÚÚ ¥¥¥ ��� ~~~ ÓÓÓ ÌÌÌ òòò ��� ¯̄̄ KKK

��� ...(Byzantine Generals Problem model
for ICS)
~ÓÌò�¯K�ïÄåuéO�ÅXÚ��

�5n)±9Àâ&EE¤�XÚ�æ�g

�[384015b@15, 409616b@16]. T¯K£ã�´,�~ÓÌò
�3?1�Ô���,¦¬ÏL&¦�Ù¦�(éX
¿�Óû½´?1ôÂ�´�ò. XJ&¦´�ä,
¦�U¬�U&ESN,¦��ÂöÚuxö�&E
Ø��.z��Â�&E��(K´ÏL'�Ùl
���(?�Â��&E5�Ñû½. ù��5,�
Ø&E�Ñy,�ª�U¬�UÔ�r�.ã1�~Ó

Ìò�¯K�«¿ã.

将军G1

军官 军官 军官I3

1 1,G IM
1 2,G IM

1 3,G IM

1 2,I IM

2 1,I IM
3 2,I IM

2 3,I IM

ã 1 ~ÓÌò�¯K

Fig. 1 Byzantine Generals Problem

½½½ÂÂÂ 1 ~ÓÌò�¯KByzantine Generals
Problem, B:

B = (node, recM , result) (1)

B^��n�|?1£ã,Ù¥µ
1) node��cò�?1ûü�!:;
2) recM(recievemessage)�!:node�Â��

5gÙ{!:�&Eµ

recM = (Ms1,rnode
,Ms2,rnode

,Ms3,rnode
) (2)

Msi,rnode
, i = 1, 2, 3�!:node�Â�5g!

:i��Ô&E,Ù¥,si�ux&E�!:,rnode��
Â&E�!:.Msi,rnode

�kü«&Ò,ôÂA½�
òR.

3) result�!:node?1�ä?n�¼��(
J.

result = (Atcnode, SendM) (3)

Ù¥,Atcnode�!:node�ä���!:.
SendM�é�c�Ô�³?1��ä,=´Ä�3�
�ö.
�©ò~ÓÌò�¯KnØ$^�ó�XÚ,X

ã2¤«. �.��¢Ôã�y|�; Pi!:�PLC�
��,éÔn�!:?1��; S!:¤?�´�³a
��,±¢y�³a��8I.

T

传感器 流量仪控制阀

P1 P2 P3

S1

1p
S

2p
S 3p

S

p1 p2 p3

1,3p
I

1,2p
I

2,3p
I

ã 2 ~ÓÌò�¯K�ó�XÚ«¿ã

Fig. 2 Byzantine Generals Problem of ICS
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½½½ÂÂÂ 2 ~ÓÌò�¯K)ó�XÚL«BICS :

BICS = (rawdata, node, recM , result) (4)

ØÓuB,(Üó�XÚ�A:,^��o�|
éBICS?1£ã.

1) rawdata�Ôn�!:�Â��5gy|��

���©êâµ

rawdata = (p1, p2, p3) (5)

Ù¥, pi(i = 1, 2, 3)�L�´²L?n�!:�

©êâ,�)²þ�Ú��;
2) node�½�ã¥S!:,^uéXÚ�³?1

�ä,§¿�ó�XÚÔn�!:;
3) �Â!:&ErecMµ

recM = (Sp1, Sp2, Sp3) (6)

Sp1�!:Pi�ü�!:&E,��!:node��
Â�;

4) �³a�(Jreslutµ

result = (Atcnode, Ssec) (7)

Ù¥,Atcnode^u�äXÚS´Ä;É���5
ôÂ; Ssec��cXÚ�³.

3 ������555ôôôÂÂÂeee���óóó���XXXÚÚÚ(ICS under the
integrity attacks)
Äu~ÓÌò�¯Kéó�XÚ;ÉôÂ��¹

?1©Û,d1�!�0���,Ôn��!:3?
1êâ?n�©Û�,äk�q5,Ïd3�!¥,±
DaìÉ���5ôÂ�~,é��5ôÂe�ó�
XÚ?1`²�0�.

3.1 üüü£££´́́������XXXÚÚÚ½½½ÂÂÂ(Definition of the single
loop control system)
ã3�ü£´��XÚ,TãÐ«
��XÚ�Ä

�|¤,Daì^uuÿ��é��G¹,¿òTu
ÿ�D4���ì;��ì�â�Â��Daìuÿ
�,é�1ì�)��&Ò,±¦���é�?u
½G�.

控制器 执行器
控制
对象

传感器

输入量
输出量

 
is

y t

  
is

y t

ã 3 ü£´��XÚ

Fig. 3 Single loop control system

½½½ÂÂÂ 3 �mt!Tµt�Daì!��ìux½
¼�êâ��m:, T¿�Xó�XÚ���$1L
§µT = [tstart, tend],Ù¥, tstart�ó�XÚm©$
1��m!tend�ó�XÚ$1(å��m.

½½½ÂÂÂ 4 Daìuÿ�ys(t)µys(t)�Daìs3
� mté � � é � ? 1 u ÿ ¼ � � u ÿ �,
�ys(t) ∈ Ys; Ys = [ymin

s , ymax
s ],Ù ¥,ymin

s ,ymax
s ©

O�DaìUuÿ����9���,T��Daì
�g�5Uk'.

½½½ÂÂÂ 5 ��ì�Â�ŷs(t)µŷs(t)���ì3

�mt�Â��5gDaì��,�ŷs(t) ∈ Ys.
�ys(t)�ŷs(t)�3��Ø�0� �r(t)�,`

²XÚó¹ÑyÉ~,d�XÚ�UÑyôÂ½SÜ
�æ,üöA:Xeµ
ôÂµôÂöæ^,«ôÂüÑ,¦,�Daì

&Ò3�ãôÂ�mTatcTatc ∈ TS�) �r(t),T
��É�ôÂöö��?¿ØÓ�c(t).

r(t) = ŷs(t)− ys(t) =
{
c(t), t ∈ Tatc

0, t 6= Tatc

(8)

�æµDaì3k���)âu�æ [435217b@17],
=Ñy �r(t),Ù��~êc,¿3d���¤k�
��±ù� �.

r(t) =

{
c, t ≥ k
0, t < k

(9)

dôÂ��æ�A:,���ö�m�«Oµ
1) duôÂö�ôÂ8�ØÓ,ôÂ�)� �

�´Ä�Cz�;�æu)�  ´Ø�¡E�,
Ù ��±3,�½�.

2) ôÂ�u)  �Ì,«ôÂüÑäk�
½5Æ,XAÛôÂ;�æ�u)´�Å�.
éuþã¯K�©Û,ò3���ïÄ¥mÐ,�

©�Ä�´3��5ôÂù�ôÂ|µe,|^~Ó
Ìò�¯KnØ,éó�XÚS�?1�³a�,¿
�äXÚS�3��¿!:.

3.2 ôôôÂÂÂ���...(Attack model)
��5ôÂ´�ôÂöÏLþ�!:,UC!:

ý¢�,l¦��L§u)Cz,Xã3¥¤«µô
ÂöÏLþ�Daì!:,UCDaì¢S�ys(t),
¿rôÂ&Òỹs(t)��Daìuÿ�ÑÑ���ì,
�ª��¦ó�XÚ l½G�½?u�xG�

�8�.

½½½ÂÂÂ 6 ôÂ�mTatc: Tatc¿�XXÚ;É�

ôÂ��m, Tatc = [tatcs , tatce ],�Tatc ⊂ T ,Ù¥,
tatcs ,tatce ©O�ôÂm©9(å�m.
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½½½ÂÂÂ 7 ôÂ&Òỹxi
(t)µỹxi

(t)¿�XôÂö

3?1ôÂ�,!:xi3�mt�DaìÑÑ�.

ỹxi
(t) = α(t)yxi

+ β(t), t ∈ Tatc (10)

Ù¥, α(t)!β(t)�À�ôÂö3?1ôÂ��
N!¼ê,^±¢yØÓa.�ôÂ,�â©
z [460818b@18],ÏL�½ØÓ�N!¼ê,�±ï
áØÓa.���5ôÂ�..

3.3 óóó ��� ��� äää SSS ��� ��� ³³³ aaa

��� ��� {{{(Industrial control network security
situation awareness algorithm)

3.4 ���'''VVVggg½½½ÂÂÂ(Definition of related concepts)
�©JÑ��{ÏLéXÚS!:ëê�©Û�

?n,(Ü~ÓÌò�¯K�g�,l¼�XÚ�
N�³,Äké�{S��'¼ê?1½Â�£ã.

½½½ÂÂÂ 8 STATE¼ê:
STATE = (statep1

, statep2
, statep3

)¼�XÚ

!:S�, statepi
�!:i�G��,�Ù��L½

$1���~�Y
normal

i �,statepi
�1;e�u,K

�0,ÙL�ªXe:

statepi
=

 0, Yi < Y
normal

i

1, Yi > Y
normal

i

(11)

Ù¥,Y
normal

i �!:i½$1�þ�;Yi�!

:iG�Cz�þ�Yi =
∑

Yi

T
;

½½½ÂÂÂ 9 Attack¼ê:T¼ê^±(½�¿!:.
3�ÑAttack¼êc,I�Äk�Ä�!:m�

G���5'Xfi,j(i 6= j), fi,j´Jõ�¿!:��

â,Ùg���©~ÓÌò¯KnØ¥(½/��!
:0�g���, fi,j Ny�´ò~ÓÌò�¯Kn
ØA^uó�XÚ�,!:�m�3�Ü6'X,¿
©ü«�¹?1?Ø£ÊH�¹¤:

1) éuäkK�A'X�ü�!:,òÙ!:G
�?1Ó½$�.
~X,�§ÝDaì�Â�§Ýþ,�&Ò�

£statep1
= 1¤,� � z � m Ý ò ~ �

£statep1
= 0¤:

f1,2(statep1
, statep2

) = statep1
� statep2

(12)

2) éuäk��A'X�ü�!:,òÙ!:G
�?1É½$�.~X,���z�mÝ~�
£statep1

= 0¤ �,6 þ ¤ 6 þ � C �

£statep3
= 0¤:

f2,3(statep2
, statep3

) = statep2
⊕ statep3

(13)

Xª£14¤¤«�Attack¼ê´�é�©�ï
Äé�,=ü£´XÚ,�Ñ�L�/ª¿Ué�¿
!:?1�ä:

recM =

{
(sp1

, sp2
, sp3

), Atcnode = 1

(0, 0, 0), Atcnode 6= 1
(14)

Atcnode = sp1
+ sp2

+ sp3
(15)

Ù¥, spi
�!:pi�Ù{!:G��m���5

��:

spi
= fi,j � fi,k(i 6= j 6= k) (16)

eAtcnode = 1,KL«XÚÉ���5ôÂ,
�recM¥G�w«�1�!:,�XÚ¥��¿!:;
ÄK,XÚ�~,=recM ¥,n�!:w«�þ�0.

3.5 ���{{{(Algorithm)
ã4¤«�ó��äS��³a���{6§ã,

�©�{�Ä�g�Xe:
1) &Eý?n: ¼�XÚ3½!ÃôÂ$1G

�e��!:ëêY normal,T��XÚ½$1�
�!:�þ�;

2) 3��ó�XÚ$1L§¥,±±ÏT ′�ü

 ,éXÚ¥�z�!:��©êâ?1?n,¼�
!:&Epi = Y i ;

3) �äd��!:ëê´Ä l½�,e´,
KXÚ�UÑy6Ä½É~,K�1Ú½5,ÄK,X
Ú�~,�1e�Ú;

4) �äXÚ´Ä�1�.,e´,K(å�{;Ä
K�£Ú½2,UYé�Â��#êâ?1�ä;

5) �1STATE¼ê,é�Â��!:&E?1
�g?n,¿ò�ÑÑ�Attack¼ê;

6) �1Attack¼ê,�äXÚS´Ä�3ôÂ,
¿(½�¿!:;

7) �äXÚ$1´Ä�Ü�¤,e´,K(å�
{,ÄK,�£Ú½2,UY�1Ì�.



1 8Ï ºñô�: ó�XÚ�äS��³a�ï���{¢y 5

开始

获取各节点稳定状态的下节

点参数

t=0;

a=0；b=0

t=          ?

采集节点原始数据  s
y t

执行STATE函数

执行 函数Attack

判断系统是否运行

完毕？

1; 1t t a a   

获取节点信息

ipi Y

否

是

否

是

'T

结束

？

normalY

否

是

判断系统是否运行

完毕？

是

否

( ) ir t 

ã 4 �{6§ã

Fig. 4 Algorithm flow chart

4 MATLAB���ýýý¢¢¢���(MATLAB simulation
experiments)

4.1 ��� ýýý ��� ... ��� ïïï(Construction of simulation
models)
,°2©J2ã§Ýü£´���Y[486419b@19],

Xã5¤«,ã¥L«
�2©�J2ã,J2ã,¬
��§Ý�ÌCþ,Ù¥,o¢�Ü©L«ó²+�,
[¢�Ü©L«&Ò�.ã¥�IP¹Â: Q�L�
ð6þ,^uL���zmÝ; pv�L�ð��zzc
Øå; p��ð��zz�Øå; F´?�þ; B�©
.�¬2Ñ�.
TXÚ¥k��§ÝDaìTT 21,UéJ2ã

�§ÝTm?1uÿ,Ù¥, Tsp�T��½�,��
ìTC 21ÏL��&Òu���ð��z,é§Ý?
1��.���z�mÝ?u0% 100%�m,=��
z��'4½���m.

Ïd3ÃôÂ�¹e,éXÚ\\��6Ä,du
?�þF�§Ý�!�Ì�Z6þ,Ïd\\��Ì
Ý�20�6Ä;3d�¹e,XÚò?1�~��,
ã6¤«��!:ÑÑG�,L1��A¢�(J.

F

塔
底
部

T

Q

21

TT

21

TC

再
沸
器

蒸汽

mTspT

u

vP P

塔底产品

B

ã 5 J2ã§Ýü£´���Y

Fig. 5 Temperature single loop control scheme of distillation

 ã 6 ÃôÂ�¹

Fig. 6 No attacks situation

L 1 ÃôÂ�¹e,¢�(JÚOL
Table 1 Experiment results under no attacks situation

�{ëê ¢�(J

�!:

G�
STATE =

(1, 0, 0)

��5ô Atcnode = 3 Ø�3��5ôÂ

Â�ä recM =

(0, 0, 0)

Ã�¿!:

4.2 ¢¢¢������yyy(Verification)
|^Matlab^�éXÚ?1�ý¢�,�©b½

��5ôÂzg��^3��!:þ,�ôÂ´3X
Ú$1?u½�u). �ý�mT = [0, 300],ôÂ
�mTatc = [101, 300].

1) �[§ÝDaìÉ���5ôÂ,Ù¥Ñ\ô
Â&Ò:

ỹsensor(t) = ysensor(t) + β(t), β(t) = −15
ã7��!:ÑÑ«¿ã,L3��A¢�(J:
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 ã 7 ôÂ§ÝDaì

Fig. 7 Attack the temperature sensor

L 2 ôÂDaì�,¢�(JÚOL
Table 2 Experiment results of attacking the sensor

�{ëê ¢�(J

�!:

G�
STATE =

(1, 1, 1)

��5ôÂ�ä Atcnode = 1 �3��5ôÂ

recM =

(1, 0, 0)

Daì��¿!:

2) �[��z!:É���5ôÂ,Ù¥Ñ\ô
Â&Ò:

ỹvalve(t) = yvalve(t) + β(t), β(t) = 40

ã8��!:ÑÑ«¿ã,L4��A¢�(J:

 
ã 8 ôÂ��z!:

Fig. 8 Attack the valve

L 3 ôÂ��z�,¢�(JÚOL
Table 3 Experiment results of attacking the valve

�{ëê ¢�(J

�!:

G�
STATE =

(1, 1, 0)

��5ôÂ�ä Atcnode = 1 �3��5ôÂ

recM =

(0, 1, 0)

��z��¿!:

3) �[6þ¤É���5ôÂ,Ù¥Ñ\ôÂ&
Ò:

ỹmeter(t) = ymeter(t) + β(t), β(t) = 5

ã9��!:ÑÑ«¿ã,L5��A¢�(J:

 
ã 9 ôÂ6þ¤

Fig. 9 Attack the meter

L 4 ôÂ6þ¤�,¢�(JÚOL
Table 4 Experiment results of attacking the meter

�{ëê ¢�(J

�!:

G�
STATE =

(1, 0, 1)

��5ôÂ�ä Atcnode = 1 �3��5ôÂ

recM =

(0, 0, 1)

��z��¿!:

4.3 ���ýýý(((JJJ©©©ÛÛÛ(Analysis of simulation results)
ÏL¢�,·��±²(!:G���¿!:�

m�'X,XL5¤«.
3ó�XÚ$1�L§¥,Ã{;�/òÉ�	

Ü6Ä�K�,Ïd,�!:ÑÑêâÃ{©ª�±
3,�½�,�du��8IØC,�!:�Cz
ª³o´���,Ïd�STATE = (1, 0, 0)�,�Ò
¿�X§ÝDaì�Â�§Ýþ,�&Ò,��zz
�'�,6þ��A~�,XÚ�~;,��!:Ñ
ÑëêÃ{�±Czª³���,=���cXÚS
®Ñy��5ôÂ,¿U
�äÑ�¿!:.

L 5 !:G���¿!:'X
Table 5 Relationships between nodes.states and

malicious nodes
STATE �¿!:

000 Daì

001 ��z

010 6þ¤

100 Ã

111 Daì

110 ��z

101 6þ¤

011 Ã
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5 (((���(Conclusions)
�©±~ÓÌò�¯K�nØÄ:,�O
��

ó��äS��³a��.,|^¤JÑ��{éX
Ú¥�3���5ôÂ?1uÿ,¿éXÚS��³
?1a�,�Ñ�c�ä�³,,	,3uÿ�XÚ¥
�3ôÂ�Ä:þ,Ué�ä¥��¿!:?1�ä.
¢�(JL²,�©�Ñ�ó��äS��³a

��.Ú�{,UéXÚS�3�ôÂ?1k��ä,
¿�Ñ�¿!:,�S�+n<
µ��ä�³9æ
�k���Jø
ûü�â.
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