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Polynomial-time verification of safe diagnosability of
discrete-event systems
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Abstract: Fault diagnosis of discrete event systems (DESs) is to detect the unobservable fault events occurring in
systems within a finite delay, but the safety of the involved systems during the detection delay is always neglected. In
order to solve this problem, this paper aims to propose an approach for safe diagnosability of DESs with a polynomial-time
complexity. Firstly, the notion of safe diagnosability of DESs is formalized. Then the recognizer of illegal language is
constructed to identify the sequences of the forbidden operations. Based on the recognizer, the safe verifier is constructed
to perform the safe diagnosis for a given system. Furthermore, a necessary and sufficient condition of safe diagnosability
of DESs is presented. It is worth noting that the safe diagnosability of DESs can be realized with a polynomial complexity
by analyzing the complexity of constructing the verifier and the complexity of checking of the safe diagnosability of DESs.

Key words: discrete event systems; fault diagnosis; safe diagnosability; polynomial-time complexity

1 5|3 (Introduction)

AR, BEHCHE RS R R 2 W Fe s T
WANMFZ 25 W) iz E. R H T R ibsss
WRIERRZ, WFEE T HA AR E 20 i
FERRFEN TR G775, 2 H Sampath 28 A\ 7E S
(1] 32 H 2 T2 Wi 2% 7 2 B B R G2 b
W RONT 2 A IR SC 3R R B 3L
RO, 7ESampath%s N\ (12 T2 Wi s 77 vk 244l 1
P T —FhEE AL RS A R G R 2 B 7. Qiu
AKumark X5k HE R AR GHE) 20 MR

ek HH: 2016—08—16; 5 HIY: 2017—02—-21.

T E1EE. E-mail: fliu2011@163.com; Tel.: +86 13725145446.
R THERZE: TR,

g5, JE 7 — M A SRR R GRS A,
SRAT I A H ACHE S N U 2 A R G R A K &
SFHEAT T Ol P AR thoxt B R G
BT ] RELBEAT T 0T, 200 X REAL S A R ST
BB R R G T — M B2 WL O R —F
B2 W 7B R, X TR e RS s
WIRFEH 1 — MR E B 2R 4 1 UL P2 i S I 7
A

RAEZH ER &2 777, s iR R G
IR A 22 S AT BRI SHE P RE P 5 A (0 i P 22

E R HRRIEEEETH (61673122, 61273118), | REEE |74 % KT H (2014KZDXMO33), |~ A AW T S5 R TR T 470 H (2015A

030402006), |75 Tl KRB B IS & 10 H % 11(2016PY01).

Supported by National Natural Science Foundation of China (61673122, 61273118), Provincial Major Program of Guangdong (2014KZDXMO033),
Public Welfare Research and Capacity Building Project of Guangdong (2015A030402006) and Major Awards Incubation Project of School of Comput-

ers of Guangdong University of Technology (2016PY01).



718 oA R 5 N A

W7 H R, FUR L S 2 W H ke 2 1T R B s S A ),
RGNIIRTT e PAT IO AR 11 1) JRVE R, X0 T
O T HEFE AT B “RA " RGekil eI fEks
(. At X B U A 2R 4 R 12 W 1Y) 22 4 1, Paoli Al
Lafortunef i T — &2 212 Wb L. A iE
73 6 BE AL B B R G AR B B R G de
T R B (1) 2 A W2 T RO Ry iR T
SCLLL-121H, BEXPH SRR R GE 2 T2 s A
TR AR R] B2 2% BE () In) @, 3 3t 7 —
HAT 22 5 2 T8] 52 2% 1 (RSB g B2 Wi 7 2 A 22 4
W12 W7 777, B4 Yoo Ml Lafortune$g Hi [ XUR Y g i
WA B R R R S

BT DLA BRARZS B BB B S AT RGN
B2 T ) 22 P ) R, AR SOt —Fo B 22 T ()
BAME LA IS W V. S X R S B R R
)2z iz W AT T 4k, PR A — AN R
FIRAEN RGEPAEILERAEHAT IR, JHEARAES
IS A A — N e IR RS, TR — 1
A E BRI R G w2 WHE N 78 5 L B, K
X RG22 . XM i E 2 W RERE TR
WEFTA R — BOR A 2 Ja Re RN 2 T ok, X Remf
PRAESUFAZ W R RGEA 2 AT AR AT A 1B f 6
A, I e TR AR A I B R e S e A ]
IR R E 2R 1, AT B2 2 B2 W 7
AIAE 2 T 18] P S AR 2518 XAV et 1 32 (9]
P2 th i B FR 0N 8] B2 28 P ) 22 A s 2 W vk, T
HARGRAN 73 [11-12] 04 ) B 22 0 U R 5 2%
PRI T R SR T 1500 R G R R
2 BEEEM RS (Discrete event systems)

—NEHEGRGEEARREASNN: G =
(X, X, 0q,xo), Horb: XA MRAREE, L 114,
zo € X AVIIRIRE, 0o WIREH B R H e : X x ¥
— X.

AR X AR5 TR X AN i) AR
Lo B1Y =5,U . IR X, BAUSC(1]
HUER Sy C Do, RN FAT I NAS T AL, I
R FE 5 55 S T 2R 438 () A [ s, g e e AR B X 4y
HAARFR T =X Ul U -+ -U Xy, HA: mAEk
R IAEL, Filbor € Xy Rono N MR AL )i e g
.

ROTAER I, SIS LT RF 5 DA XH]
SR SRR sHIATS AL, LRRGHIERL
HE, L ={se X*: 3z €X)da(zo,s)=x}; Lis
={t € X*: st € L} R HREEF s JGHIT
BHEARHEBsEEET; () ={s€L: s€
i AR UL Xy th ISR A EE R SR A,
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s Ron sHIR B AT
EX 1 BEY PRI P Y — X, e

Ple) = ¢, BXTEo € X, Yo € LW P(0c) =0,

o€ LW P(0o) =€ MMEEs € X*Mo € X, P(s0)

=P(s)P(o). P TR PSRBT X Tue X,

P~Yu) ={s|s € L: P(s) = u}.

3 EEEM RS LSRR 4L (For-
malization of safe diagnosability of DESs)
FRAEAN [ s 2 70 g e 288 LB A R 2 DA

MARFREQ =2 U2 U U 2, Ho: mi

AR A SRR, (2, FOR SRR R R B AR A

FiE.

EX 2 WOOREHEFEMRFGHIEE B
&, BGIARKIE S ECNC = U G, HA eSO

i=1
G={teLls:se W(Xy) A (Ju e t)u e 1},

XHu € tRRuALPIETH.

E X3P ®E = (X, X, 0q,z0) 2% — MR HLH
ARG, WRGRINH E LT A2k A 5%
1k, WIFRG 22 4 v L W R4

I) AfeWiskft.

Xﬂf%‘ﬂfl € X, HiEn € NT, {15

(Vs € W(X%))(Vt € Lis)[||t]| = n = D],

HA D hw € P~H(P(st)) = X € w.

D) Aokt

LR Xy € Xy, #A

(Vs € W(X))(Vt e Lis)t.N¢ = 2.

4 FEREFHNEELZERIERNMIE
(Construction of the illegal language recog-
nizer and the safe verifier)

DT B AL, T TN 5 R — b SIS 2R (1) o < 2 A
— PR R AR I E A TR (BIm = 1), X T2
RIS T AT R TE.

B HAREE S RS PRSP R B v =
{N,F, — NB,F;, — B;}, Hrf: N F/RIillsmsift K
A By — NBRORRAE T s SR R A e o
ITHEEE \EBRAE; Fy — B kAR T iR s 9 ol
B R A Ja AT T 9 2R B4R

EX 4 BGC=(X,X 0q,x0), BHGHAREES
PR MIE o A BRRAS B 3hL:

G: = (Qr, X,6,, (z0,N)),

He: i) (z, N) € QNVIIHRIRE; i) Q NIRELE,

EHEQ, C X x0(s), HA0(s) e L~ rIbril e

e
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N, MR Ly, & s,
F,— NB, W3, € sHs & ¢, (D)
F,— B;, WHR,; € sHs e (.
iii) 6, WARSHEMEES,: Q. x ¥ — Qu: W Tse L,
HERHN
1) 42 & sh,
{a((:co,zv),s) = (o, N),
6:((wo,0(s)), 5) = (wo0,0(s))-
2) X, € sHs & CHY,
{M@meﬂ—wd%ﬁLE—NBL
0:((z,F; — NB),s) = (z,F, — NB).
3) %3y € sHs e (h,
5r((x0’ N)’ S) = ((5@(1’0, 5)7E - Bi)a
0:((z, F; — NB),s) = (6c(x, s), F; — B;),
5:((z, F; — B;),s) = (z, F; — B;).
N G2 A B0 IE 2 A IE A B E SRS HL:
G, = (Qw 275V7q0)7
Horf: MIUEIRE A g0 = (w0, N, 20, N), IREEHQ,
=X x VXX x V, REEBREHN,: Q, x XV —
Q. FHEARTE A€ 5.

EX S5 WO NP E 8 s — A
HUMESG RO;={ce X: (3t e X)to € (;}. &
AIAER G HPIRESHBRELS, : Q, x ¥ — 298 X
R xf Fs=toe X Hé((wo, N,zo,N),t) =
(0c(zo,t), 11, 0c(xo,1),12),

1) Wk, &, 0

D o € L,

Oy ((x1, 11, 22, 12),0) = (0 (21,0),l1,0c(xa,0),l2).
@ o € Xy — Ty,
0y ((z1,11,ma,13),0) =
(0c(z1,0),11, 22, 12),
(
(

0(s) =

x1, 1, 0a(x2,0),1s),
6G(x170)7ll)(;G(vaO-))lQ)‘
@ %O' S Zfiﬁﬂ‘,
5v(($17l17x25l2)50-) =
(5(;(33170)’}71‘ _NB7x27l2)7
(1‘1,11,5@($2,U),E _NB)a
(6G($1,U),Fi—NB,
5a(2s,0), F; — NB).
2) WY, €t, se(, o€ 6, M
D o e Yk,
6v(($17l1)x27l2))0) =
(6G(1:17 U)7Fi - BiyéG(x% U)7Fi - B’L)

@ Mo e D,

(5 ((x17l17x27l2)70) =
( (xlu )F Bi7x2)l2))
( 17l175G(x27 ) E - BZ)?
(6c(z1,0), F; — Bi,
(S (I’Q, )7Fi_Bi)-
3) ﬁD%Eﬁ €t,se(, 0 Q 6k, |
D Mo € X, H,
5V((l‘17[17m27l2)70):

@ Yo € Y,

(5G(x17 U)’ l17 6G($27 O'), l2)

Oy ((z1, 11, 29, 13),0) =

(0g(z1,0), 11,22, 13),

(1,11, 0c(xe,0),13),

(0g(z1,0),11,0c(xe,0),l2).
4) Ry et, s & G
(O=TASPIN:

Oy ((x1, b1, 20, 12),0) =

@ Mo € X, M,
Oy (21,11, 29, 12),0) =
(bc(m1,0), 11, 29, 1),
(z1,11,0c(xe,0),12),
(6c(x1,0),l1, 0 (22, 0),13).

5 e ZWIMERITE S % E %M (Necessary
and sufficient condition of safe diagnosabili-
ty)

WERAE Z2RIES G HIRE T A g1, g0, - -
H e, ea, - - -, e, T2
[(Vk <n —1)(6¢(qks €x) = qrs1] A (0v(qny ) = 1),
MFRIZEARE T 5N G, H I —ASIREH, idA C =
< q1,42," " ;qn >.
MERE T q1, o, - -
en Wi A2

D (Vk <n)lge = (21, N, 25, F; — NB) V g, =
(z% N, :U’;,F B;i) V q :(azl,F NB,zk N)v
qr = (x, F; — B, 5, N)].

(6@(1’1,0'), lla 6G($2,0'), l2)

) Qnﬂ]%ﬁ:}?ﬂel, [ TRREN

2) [(VE < n = 1)(0u(qr; €x) = qrsr)] A (0u(gn,
en) =q1), MARIEAREFP g1, g2, -, g NG T

—ANEAIREI, WLRNFC =< q1,q2, 1@ >

1 WG = (X, X, 0, xo) & — B HUCHAF
24, G, =(Qy, X, 0y, qo) G ZRTER, WGH
LARNIZMIN R BB Z: 1) GINZERIFRG,
AN SRR R, H2) G A GFEER g, =
(¥, Fy — By, ok, N)8iq,, = (2%, N, 2%, F; — B)) A
e IRAS.
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UE NS SGIEVEUE B s
ER[ZHRE.
1) WERLERIUEAS G, PAFAE— D il fe b 534

CWGRAE

FC =< 1,492, " ,qn >, :/H;‘EPQk = (x]f7N71'§,E—
NB), ke{1,2,--- ,n}, WHHEG, Ft&E 5, G

*%ﬁﬁ%miﬂﬁiu v e L AP (u)=P(v), 1=
da(mo,u), 8 = da(z0,v), Xt & u, Xy € v. MITE
G L IRAFAE PN SR AR AH [F] 1) B 42 g1 F g2 (13 P (g7)
= P(g2), HX4 & g1, Yti € go, RE5 TG R LA
M RGATE.

2) W G, FER g, = (28, F; — B, x5, N)
Wg; = (2%, N, 2}, F; — B;) IAB IR, AYiikg;
= (2%, F; — By, x5, N), WIRTEG, FAEAEF R K s €
D815 q; = 6.(qo, s), HAEGH IRTELE N 5652 AH
A8 4%2 g, M go (13 P(g1) = P(go) = P(s), H X &
g1, X € g0, RECHIGRZEVIZW RGHTE.

N BOIERIE B R A 1. e ARG,
AEAEMFREH TR, WALEET gy, = (o}, F; — B,
zk, N)Hig, = («F, N, 25, F, — B, AHEIRE. 1
BREGARZEEH, W (3u, € ¥ (X)) (VE €
Liw)[|[t1]] > n A (81N 82 # @)]. B, FEGHFLES
— Uty € TR S0 & up, Plur)=Plus), P(ty)=
P(ty). NIMEG, TAEAEMNKd € X*, 13 P(d) =
P(uity) = P(ugty). W 22450 0E 35 1) 56 A5 HL0 AT

AL EG, PRI FE AR R g, = (2}, F, — By,
zh, N)sg; = (28, N, zi, F; — B;), 58 8%MHG,
HAFELEIX P AT e RS AT JE .

NS M A R iz Wk S g

Bl1 HEEIUFHARSEG, Kb 0= {0.}, Zu
=X ={ot}, X, ={a,n, B, 7} FHEIIE LS
BIEAR T EIE B G2 12 R 4.

()%

| BHEFEERASG

Fig. 1 Discrete event system G

MR E SLARE L5, 70 AR IE AR 5 IR ARG,
MZ IR G,, WER2-3FTR.

a, B,y y

wP e Serm) -
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Fig. 2 Recognizer of illegal language G
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Fig. 3 Safe verifier G+

HT1EG H BEAAEAE RS rh R AR T 10
)ﬁqk—(:vl,N l"g,F B
s IR EEA R, RAGHL R EH

q]ﬁ_(xlaF B :E27
AN EIRAS

X
2 ZEEAFHRAG, HH: 2 = {0},
Yy = Xy = {0}, Yo ={a,v, B, 7}. THBEEMIE



% 6 1 X'

FE: B 2 0N 1) R R B R R G 2 4xis i

721

LAARAES I ITRIEH G A R Z T2 RS

T

/\ /\0‘ 4

V\ QO

B
4 BEHEMRAG

Fig. 4 Discrete event system G
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Bl 5 HIERG,
Fig. 5 Verifier G,
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3N3N 2N6F-B
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Fig. 6 Verifier G,

ORI EN, R Gy HAFLE MR A, (H 2
FAEARTER, W(2, N, 6, F — B)F(7, F — B, 3,
N). IR¥EEHT, RACGARZEZH R4

6 ERFEMHRELZELCHNERES N
(Complexity analysis of safe diagnosability
of DESs)

R B AT RN, LR 2 i Wik B e
BAET AT —RME 2 ERIERG, B %
P, ZRRIEG W GRS WH B k.

EHE2 #G=(X,2 g x0)2E DB EH
TERGE, HA: | X = na, [| 2] = ne. R4 5E R
B A5 g AR B ORS00y, KGR
BRI IR G, T4 A0 (nns).

WE AR E SATA, 22 IR0 28 G 1 —
REFER IR Z F3ns, TE FIFTE AT IRRESEL
% N9n2. R, W38 1% % A 50 IE 8 G BT 75 B

W% N2Tn3ng, BIMIEG, E RO (ndny).
EX 6 ZEBIRG, = (Qy, X, 0y, q) T
&2 DGy = (Vpa, Epg), FeHTi RV AL
E Epg 7 ilE LR
Voa={(z1,l1,22,02) € Qy : 1 # l2},
Epc={(u,v) : u,v € Qy, (Fo € X)dy(u,0)=0}.
s 2 21, 7T ULH G 1€ M DG #iR G
wan[zWitE, TRARI NS

EE3 4 NEBEFRAG, WRGH
SE A E DGy AFAESR HAE F, — BARZERITI,
MG R ARSI R4S

E AR E L6 M e 15,

511 % DGy = (Vba, Epg) e — M EN
K, 8 T DG, & BAFEH A € =N
O([IVoell + [[Epcl)-
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EE4 BG, = (Qy, X, 0, q0) = BELFHMT R
FRGW L ELAER, HE G, & S AR A
AT RS ZME O (nng).

iE PG HPREENQy = X x Vx X x V,
FT CAG I BT B ATIE RS B 2 9n3, B[ Vb || <
In?, I HE Gy & BAFTEA B RS
HO(nY). 45 E X6, 7| Enc|| < 8lniny. KUk, i
51 11, HE Gy e B AEE R R & 2%
HERO([Vhall + [ Epcl)) < O(ning), MTHIEG,
R AR M v RIS B RS B AN
O(nfns).

TS5 WGE=(X,Y g z0)k—MTEH
PER S, Hd: || X = na, || 2] = ne. FIEGR A
GARZEIIE M RNO (ning).

k. ARYEE BRI, FE GR G N ZET L
H S A1 B AE TG L AR UE AR Gy & %A
WRIEG, HIWIG R e a2 Wi 52 A i, e B2
CLAUEB] T MGG I 34 N0 (n3ng), 1M € 24
TR TR G HIE Gy T A AE R i SRR
A RS IR M N0 (ndng). I, Hlw G
BRGE LIRS Z M0 (nfng).

7 /Ngi(Conclusions)

AR T — M EAG 2 I 8] 52 44 PR S B
HRFR AW, AMUGER & A 1 A s
S IZ W Sk, XRET TR R GELE TR 2 A TR AR
ATARAI AN A3, fEHERE b, FRATeT#E—20 %
e DLIERf B B S R4S K LLBE ML B B S &R
GO ) R (122 A2 Wt B LR A 25 1), X
v RECKS 7 J B 78 IR AR
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