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Data attack detection for an unmanned aerial vehicle control system
using innovation sequences
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Abstract: With rapid advances in the fields of the Internet of things and autonomous systems, the network security of
cyber-physical systems has attracted considerable attention. An unmanned aerial vehicle (UAV) is an intelligent device that
relies on information communication and flight control systems to achieve autonomous flight. Consequently, its security
is extremely important. This study proposes a new state estimation method that uses innovation sequences based on an
extended Kalman filter for the detection of data attacks on a UAV. Our method can identify data attacks on tensors and
control commands. First, a cyber-physical system model for a UAV is established, and the state estimation algorithm and
data attack model are introduced. Then, a scalar detection statistic is constructed for data attack detection using innovation
sequences, and the minus infinity norm method is introduced to reduce the false detection of data attacks while the aircraft
is being maneuvered. Finally, simulation results show that the proposed detection method can effectively detect various
threat patterns under a variety of circumstances for unmanned control systems.
Key words: unmanned aerial vehicle; cyber-physical system; intrusion detection; network security
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Fig. 1 Framework of flight control system
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Fig. 2 Data attacks detection algorithm for unmanned systems

based on innovation sequence
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m/kg 0.25 Ixx107%/(kg - m?) 3.31
1/m 30.4 Iy x1072%/(kg - m?) 3.31
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ktx;o /2 313\ Lx107%(kg -m?)  6.12
(N-s%) - m™)
kg1 1076/

3.15 || ko x 1074/((N - s?) - m~2) 7.51

(N-s%) -m~?)
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Table 2 PID controller parameters

JHiE Kp K; Kp
THSEEE 2 0.01 1.0
BFEmIE 2 6.00 0.1
B TE 3 0.01 1.0
DA IE 2 8.00 0.1
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Fig. 7 Attack detection with no attack in motion mode
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Fig. 8 Detection of random attack in motion mode
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Fig. 9 Detection of false data attack in motion mode

4) DoSY:. tnE10-11H17.

20

| B
— A - RS ATHE
,20 1 1 1
0 5 10 15 20
t/s
X 10"
4
R —9.
= of r —gin
& ~ RUE
0 DQ |
0 5 10 15 20
t/s

K 10 HLahiil F DoS Ky el

Fig. 10 Detection of DoS attack in motion mode
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