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Abstract: A observer-based redundant control method is proposed for networked control systems under denial-of-
service (DoS) attacks. First, a switching Luenberger observer with multiple gains is designed such that the intermittent
state estimation is achieved in the absence of DoS attacks. Based on the obtained state estimates, the current control input
along with some future control inputs are calculated and sent to the actuators using a packet simultaneously, and then the
actuators always have appropriate control inputs to be applied. In this case, the dynamics of the observer and controller
under DoS attacks is modeled by a constructed switching system model. By resorting to the multiple Lyapunov functions,
the exponentially stable conditions of the constructed switching system model are derived under arbitrary switching laws.
Moreover, the corresponding observer and controller are also designed. Finally, an experiment on networked inverted
pendulum system is used to show the effectiveness of the proposed method.

Key words: denial-of-service attack; switching system; Luenberger observer; output feedback

Citation: LAI Shaoyu, CHEN Bo, YU Li. Switching-Luenberger-observer-based redundant control under DoS attacks.
Control Theory & Applications, 2020, 37(4): 758 — 766

1 58

AR, PASGAAER HIEAE BRI PRd e il oK
AR 7 AL el R, i (6 & H e A 3
MRS BEAT IR ) RG SR [ PEAE, B,
REEGFEHARE T HRE RGN, 5 ER, /2%
1k, 4% il & i (networked control systems, NCSs) 15 &
Y H & 4i(cyber-physical systems, CPSs)%5 i 2 1 M
BT A, AR B E, Joik R NCSsIE /& CPSs, JLAR 245

Wk HH: 2019—05—07; KA H#A: 2019—09-05.
Ti@{E/E% . E-mail: bchen@aliyun.com.
AT HIouis.

EZx ARRIFEETH (61673351, 61973277) % 8.

i R G phE T AQCRIR S L A TH RS RR R T
FAAR . B X 2% A5 B R TE R R Gt
FIKRIZH], MBI 0 R ST AR L 4Ed LK
IR R T RO SR A B [ I B ) 2R e B R A
TSI R 2 T TR, IR AR R T T
WA R A A7 e R 12 RFAEM
LEHEE T M E K2 R g, 20104, FHEAG. 4430 2%
Ry e 1) 3852 1 i U B Stuxnet Iy, 52

Supported by the National Natural Science Foundation of China (61673351, 61973277).



Fam

HH S DoSHT 2L TV Luenberger ML 25 1 7T R 1 759

TIiET & &R, [FR Stuxnet)f 8 LI 1 Bus-
hehr#% Hi, f 2 Bushehri% HL 3 #3E 5C L B EARZ T
RIB B aHEIR B 20124F, “ kA&7 R E I & R
X, WF g Dol 4% ) R G 1) e s TiE il | B KR
M), 20154F, % [ 141 %1 H J) R GifiBlack-Energy37i
BRI, BT REL 10 KV AI23
35 kVAZR GG HIA3AN /NI T H, 2275 A HTHL 3 HE R
Rl pl AT L, 5 R GRS R T T I
()22 A B U8, R ) Ok AR B [ IR B ) B 2
Tolbz &R 48, — HHZ 2| Eet, B2 R AT Y
FICA R BE AR R AT R ATl g B R ik, A T
I 2 T T 43 ) R G 1) 2 A ) UL AT B L I S
X[9].

H R, F1% 2% A3 il 22 G0 110 X 285 e T oK 350k
5 N FE 48 Il 55 (denial-of-service, DoS)I 7101, i Jik
Y R R B i v A R U2 ix 32k, o, DoSIY
o ORI A T it HLZ8 57 2 a2 K — Fh e 131,
R, anfel PRAEDoS By T 4% R 1) % 4is 7 5] i
T ARGV TN T )2 5. I B8 B A
ik, A KDoSHU: N4 50 %2 4 1) /i i 9 3 22
LETE L AN T T

1) FEFAGTHER) B S, B FiDoS K 44 &
PR TR SCHR[14) 28 T 2 A BEHME BEIUR
IR, $eH T DoSHL: T 70 A R 4ERL & Al 1T 7%,
SEHL T DoSHLH: T RGURASA RUAh v, STk 151
Behi B AR, WL T A REE LR I DoS I it &
(X7 S A R GRS I THEREZ R FIE R, FEM
g B TR EERELAR MR ZED T
7 g5 K B Bk SR STHR[16]8 7T 1A Re & 20 R 11
DoS K Xz FE N T2 A% I A% I Do S KUt 1 i i)
B, R PN B S i I AN [R] AT a2k = I R
(1), HF HB 3 — IR R e B — AME 18, STk (1712
THZHSH T 1 Be 2 2R AR A8 5 ) I A Ak
VA8 A 3% B N AEL 1) SR I AR X0 o 38 %o 3 A5 i B K B
DoS Y 5 W& 2 [8] (P 125 1) &, FHuE B T SR Ah
TT SR W A B T ORI B 3 T AN 2R B g A~ Al
iy

2) MARGIEHIBIAE L K&, B DoSK %) R4t
PERE IR LA S SO 5 it SRR [18] M I A 2 A 4
GRS (B PR EFE X DoS BUi AT kAT T 8%, HF
T RGAEDoS KL T REWS LR FF M AR T E M 7855
S5 At STHR (19185 25 Tt S 5t iR s 2 S fi ke 4%
Hil R4, $e T —FRetE R A DoS BU B4 Hl#8 ¥ 1T
HESE, S T RG MRS RS RERTDoS KT 1)
SRR 2 ] R~ F 1. SCRR 2010 98 1 RE 202K F DoS
Wi B R 7 M R G RE 2 A IR &, A
FRS B S T 2 R I R A R B
KB T AW . SCHR [21 K545 46 AR 55 Bo s Fn gz il

SN ZEXUT, BEFT T e 18] i 2R % [
F BRI _EAIER T et R A 2 R Y s 1 g

DS K FHEAFIE Y T gREs R 2 7, $2H
TR R T R g IR ) o 4 ) SR . SCHR 231
FiMarkovBENLIEZE K 7 iER T 1 2 @ IE AL AESL T
G TE D oS B AN MELCH A e 2 1) (1) T 2 i)
B, HIE I S AR DL AR IEARTT V45 H T DoS Ky
T LR I R

JEDoS LT T #5 R 40 % 4 I B 5T IS 1A
b, HE H ATt 7t R 2 5 IR 7 R % [EDoS K
o T BIRZS A T 1] @ a4 i) o) ), DoSHLh: TR Ak
THER P 28 A T ) BT SRS = R 8 11 .
R, AR T DoSH: T % 2 48 B Ml 45 5 42
A B A R TH IR £ B R 2R Do S Bt
FCOE(E RE RS FHZE IS, HARiRH T —FEA 2N
i )4 Luenberger WL 2%, SEIL T X R G0RA [ [A]
BCPEAL TE. 383K SCHR (241 DoS T T 2 TSk
TR TR I AR AT R, 75 AR K A DoS KL i)
Z, WA 5E T 2 G 1 e S Y T 2R S
T, SR G H AL TR THME T B H 4T BL AL
AR BN TR SRNG5S, I B —
i A IR AT 2. PUAT AR IR DoS Wi K Ak
(PR LI RIS AR ARG 5 THUT, N PRIE
THATEAEA CDoS Kt BT GL T #AG Arid 42 il
AN WZITIERE S A R v IRAAAT 88 FEDoS B TR A
PRI N BRI R IS I H %, 8 RS {EDoS Wity
ARSI R g R RE. FLk, @i 5 N —ANE
B L 28 A R GURAS 3G AR &, ) R Gt
AN[FFFEEE ] DoS KL PN #3 A1 R GRS FIBIAS
FEPEIT TR — 0 HE, J75E T £ Lyapunov B U5 74
HF TRV R B AL BV E N FRER e R
oAk, RIRT 4 T BT I 28 A 28 1 1T T TR
B S5, I X2 A B S PR A SERR IO T AT Tk
(A .

YA RYFIR™ " 73 | FRmn4Efim x nES/k L
B A5 7% 1), N R 3E B BUER Ny oo R 8 B AR
{teNlel <t< 2} A>0RRAR DM AAESY
FERAIE B FE, ||| R MR 27030 0 pax (A)F
O min (A) 7 AR IR HE AW B KA A A /Ny 2 1E
TRN073 3 7 BA & S 450 1) s R A 50 R AT
TN M AR e B R P B AT 5 7 R PR ) 6 AR
By { PR EE TR MES; URRES N IR EE
HAE.
2 )R

EREUN B 1T ) AR R« ML 5% 2] 2 ATdA,
1T AR M 8 AL P 3R 5.



760 B owo#H w5 N

37 %

— =ty

AY
R CLEE

1 DoSHli MM ALiziil 25t

Fig. 1 The networked control system under DoS attacks
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Fig. 2 The schematic of switching Luenberger observer
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Fig. 3 The networked inverted pendulum system
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